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IIPOKYPATYPA

ropoaa HuxkneBaproscka

KubepnpecTyruieHusi, yCTAHOBJIEHHAS] 3AKOHOM 0TBETCTBEHHOCTD 3a UX
coBeplIeHUEe U CIoCco0bI MPea0TBPALeHUS

Kubepnpectymnenne — 3To o0liee Ha3BaHUE IJISI BCEX THUIOB KPUMHUHAIBHON
AKTUBHOCTH, COBEPIIACMOW C WCIOJIH30BAHMEM BBIUUCIUTEIBHBIX MAITUH W/AIH
Unreprera. KulbepnpecTymieHHe MOKET COBEPIIAThCA C TMOMOIIBIO  PA3IMUHbBIX
METOJ0B U WHCTPYMEHTOB, HampuMep, (UIMAHT, BAPYCHI, MIMTAOHCKOE MPOTPAMMHOE
oOecrnieueHue, MPOrpaMMbI-BBIMOTATENId M COLMAJIbHAS WHXKCHEPHUS — Yallle BCEro ¢
IIETBI0 KPaKW JIMYHBIX TAHHBIX WK (DUHAHCOBBIX CPEJICTB.

Kubepnpectynnocts B Poccuiickoi deaepannu Ha CErOAHAIIHAN I€Hb JOCTUTIIA
OOJBIIOTO  pa3Maxa, YeMy Upe3BblYallHO TOCHOCOOCTBOBAJIO  MOBCEMECTHOE
MOAKITIOYEHHE TPaKaaH K MH(GOPMAIIMOHHO-TEICKOMMYHHKAITHOHHAS ceTh «HTEepHET»
C TIOMOIIBI0 HOYTOYKOB, CMapT(OHOB, TUTAHIIIETOB M IPYTUX YCTPOWCTB, W TIO TPaBy
CUMTACTCS OJTHOW W3 CaMbIX TPHUOBLIBHBIX c(hep KPUMHUHATLHOTO OM3HECA B TIETIOM.

PaccMoTprum HEKOTOpBIEC paclpoCTpaHEHHbIE BUABI KuOeprpecTymieHuid. OaHum
U3 HUX SBJIACTCS KUOCPMOILIICHHUYECTBO, LEIbIO0 KOTOPOTO SBJACTCS MNPUUYUHCHHE
MaTepUaNIbHOTO WM WHOTO ymiepba TMyTeM XHWINEHWS JIMYHOW WHQpOpMann
nmoyib30BaTeNs (HoMepa OaHKOBCKMX CUETOB, MACHOPTHBIC JAaHHBIC, KOJbBI, MApOJIA U
ap.).

HauGonee pacnpocTpaHeHHBIM BHJIOM KHOEPMOIIICHHHYECTBA SABJACTCA TakK
Ha3bIBAEMbIA «CKUMMHUHI». Ero cyTh 3akitouaercs B TOM, UYTO C TOMOIUIBIO
TEXHUUYECKUX CPEACTB MNPECTYNMHUKH KOMUPYIOT MArHUTHYIO TIOJIOCY KapThl M
CUMTHIBAIOT €€ MHUH-KOJA. Ha OCHOBE MOJIYUECHHBIX MAAHHBIX OHHM W3rOTABIMUBAIOT
MOJACNIbHYIO MJIACTUKOBYIO KapTy, MPH UCIOJb30BAHUU KOTOPOW JICHBIHU CIUCHIBAIOTCA
C OpUTHHAJIA.

Jlpyro#i cmoco0 KuOEepMOIEHHUYECTBA — «(PHUIIMHTY, KOTAQ MPECTYMHUKA
MOJIy4aroT WH(OOPMAIUI0 O KapTe AWCTAHIMOHHO. /[ 3TOro OHW TPHUCHUIAIOT
rpaxaaHuHy SMS ¢ npock0oit cooOlUTh MHH-KOA M CVV-KOJ, NPEACTaBIAACH
COTPYIHUKAaMH OaHKa.

B  umenmdax mNpoOTUBONEHCTBUA Pa3BUTHI0O UM POCTY KUOEPHIPECTYMHOCTH,
(denepalbHBIM  3aKOHOJATENIEM YCTAaHOBJICHA IOPUAMYECKAas OTBETCTBEHHOCTh 3a
COBEPLICHUE JAHHOTO POJA JACTHUM.

Cornacuo 4. 1 crt. 159.6 VYronosuoro koxaekca Poccuiickoii denepauuu noa
MOITICHHUYECTBOM B c(epe KOMMBIOTEPHOW WH(OPMAIMH TIOHMUMACTCS XHUIECHUE
YyKOr0 HMMYILECTBA WM NMPUOOPETEHHE TMpaBa HA Uy»KOE€ MMYILIECTBO MYTEM BBOA,
yaalieHusi, OJIOKMPOBAHWA, MOMU(PHUKAIMKA KOMIBIOTEPHON wmH(popManuu OO WHOTO



BMEIIIATEILCTBA B (DYHKITMOHMPOBAHUE CPEACTB XpaHEHHUs, 0O0pabOTKH WM TIepeaaun
KOMITBIOTEPHON MH(pOpMaIny uiv HHGOPMAITMOHHO-TEIIEKOMMY HUKAITAOHHBIX CETEH.

3a MaHHOE MPECTYIUICHHE MPEeayCMOTPEHA YTOJIOBHAS OTBETCTBEHHOCTh B BUJIC
mrpada B pasmepe 10 120 teicsa pyOneit uiau B pa3Mepe 3apadO0THOM IUIATH WA HHOTO
JI0X0J1a OCYKAEHHOTO 3a MEPUOJI 10 OJHOTO roja, 1ubo o0sa3aresibHble pabOThl HA CPOK
a0 360 dacoB, nubO0 HCHpaBUTEIbHBIE PAadOTHI HAa CPOK A0 OJHOIO roja, Jndo
OTPAHUUYEHHUE CBOOOJBI HA CPOK JO ABYX JIET, TMOO MPUHYIUTEIbHBIE PAOOTHI HA CPOK
JI0 IBYX JIET, JIMOO apECT HA CPOK JI0 YETHIPEX MECSAILICB.

MomenanuecTBO B cepe KOMIBIOTEPHOW WHGOPMAIMK, COBEPINIECHHOE
MOCPEICTBOM HEMPABOMEPHOTO JOCTyNMa K KOMIBIOTEPHOW WH(POPMAIUA WA
MOCPEJACTBOM  CO3JAaHUA, MKCHOJIb30BAaHWS W PACOPOCTPAHCHHS  BPEIOHOCHBIX
KOMITBIOTEPHBIX MPOTpPamMM, TpeOyeT JOMOJIHATEILHON KBaNU(pUKAIMKA 1O CT. CT. 272,
273 wnm 274.1 YronosHoro koaekca Poccutickoit ®enepaiuu.

Cornacuo u. 1 ct. 1593 Vronosuoro koxaekca Poccuiickoii denepaunu non
MOIIEHHUYECTBOM C HUCMOJIb30BAHUEM IUIATCIKHBIX KAPT MOHUMAETCS XUILIEHUE Uy KOTO
MMYILECTBA, COBEPIICHHOE C HCMOJb30BAHUEM TMOJJICIBHON WM NpPUHAMJICKAIICH
JIPYroMy JIMIy KPEAWUTHOMN, pacueTHOW WJIM WHOW TUIATEXXHOW KapThl MyTeM oOMaHa
YIIOJTHOMOUYEHHOTO pa0OTHUKA KPEIUTHOW, TOPrOBOM UJIM MHOW OpPTaHU3aLIMHU.

VYkazanHoe AesHUE HakasbiBaeTcs mTpadoM B pasmepe a0 120 Teicsau pyOneit
WM B pa3Mepe 3apa0OTHOM TIaThl WM MHOTO J0XOJA OCYKIEHHOTO 3a MEpUoi 10
OJAHOTO Toja, JubO o00s3areNbHBIMU padoTaMu Ha Ccpok A0 360 wyacos, aubO
UCMPABUTEIbHBIMU PA00OTaMU HA CPOK JI0 OJHOTO TOJa, TMO0 OrpaHUYEHUEM CBOOO/IbI
Ha CPOK JI0 JABYX JIET, TMOO0 MPUHYIUTEIbHBIMA padOTaMH HA CPOK 0 JBYX JIET, TU0O
JIMIIEHUEM CBOOOIbI HA CPOK JI0 TPEX JIET.

YTOJIOBHO-HAKAa3yeMbIM JCSHUEM SIBJIACTCS HW3TOTOBJICHHE, MNPUOOPETEHHE,
XPaHEHUE, TPAHCIOPTUPOBKA B LEJSIX HCHOJb30BAHUSA WM COBITA MNOMJICTbHBIX
MJIATEKHBIX KapT, a Takke COBIT MOMAJEIbHBIX IUIATEXKHBIX KapT. Takke 3aKOHOM
YCTAQHOBJICHA OTBETCTBEHHOCTh 32 HW3rOTOBJICHHWE, MPUOOPETEHUE, XPAHCHMUE,
TPAHCTIOPTUPOBKY B IENAX HWCMOAB30BAHUA WM CObITA 3JICKTPOHHBIX CPEHCTB,
TEXHUYECKAX YCTPOWCTB, KOMMBIOTEPHBIX MPOTpamMM, TNPEIAHAZHAUYCHHBIX IS
HEMPABOMEPHOrO OCYILECTBJICHUS TPUEMA, BbIIAUH, TIEPEBOJIA JIEHEKHBIX CPEICTB.

[TpoTuBonelicTBUE  KUOEPHNPECTYIUICHUAM  OTHOCHUTCA K  KOMIIETCHIIMHU
MIPaBOOXPAHUTEBHBIX OPTAHOB, YIIOJTHOMOUEHHBIX Ha obecrieueHrne NHOOPMAITMOHHON
O0e3zonacHocTd. BMecTe ¢ Tem, psAaOBbIE MOJIB30BATEIM TAKKE MOTYT CYIIECTBEHHO
MOCMOCOOCTBOBATh MPECCUECHUIO POCTAa KMOEPNPECTYMHOCTH, 3a0JIOKUPOBAB OCHOBHOM
METOJl  PAcHpOCTpaHEHUA  KUOEPHPECTYMJICHUH:  BPEAOHOCHOE  MPOTPAMMHOE
obecrnieyeHue.

Takoke, B LENSIX MPEAYNPEKACHUS KUOCPIPECTYIUIEHUN MOIb30BATENSIM CIIEAYET
MPUACPKUBATHCS CIEAYIOMUX Mep WHOOPMAIMOHHONW OE30MacHOCTH: HE 3arpyKaTh
(haiiTel U3 HEMPOBEPEHHBIX UCTOYHUKOB, HE TIEPEXOUTH TIO CCHIIIKAM, COICPKAIIAMCS B
AJIEKTPOHHBIX TUChbMAaX HE3HAKOMBIX OTMPABUTEIEH, HE COOOlaTh HUKOMY CBOH
MapOJIN U JINUHBIE JTAHHBIE.



OmauM w3 HambOosaee d(PPEKTUBHBIX METOJOB 3aIMTHl IEPCOHAIBHBIX TaHHBIX,
coJepKaIUXCd  HAa  KOMIBIOTEPDHBIX W MOOMJIBHBIX  YCTPOMCTBaxX,  OT
HECAHKIIMOHMPOBAHHOTO  JIOCTYyIa KHOEPIPECTYITHHKOB TO-TIPSKHEMY  SIBISIETCA
HCIIOJIb30BaHNE COBPEMEHHBIX M KAUECTBCHHBIX aHTHBUPYCHBIX IIPOTPAMM.

O craBmMX W3BECTHHIMU (DAKTAX COBEPIICHHUS KHOCPIPECTYIUICHUM, CleayeT
He3aMeITUTEILHO COOOITUTh B OPraHbl BHYTPEHHUX JICIT.
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